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Process measurements collected from daily industrial plant operations are essential for process monitoring, control, and
optimization. However, those measurements are generally corrupted by errors, which include gross errors and random
errors. Conventionally, those two types of errors were addressed separately by gross error detection and data reconcili-
ation. Solving the simultaneous gross error detection and data reconciliation problem using the hierarchical Bayesian
inference technique is focused. The proposed approach solves the following problems in a unified framework. First, it
detects which measurements contain gross errors. Second, the magnitudes of the gross errors are estimated. Third, the
covariance matrix of the random errors is estimated. Finally, data reconciliation is performed using the maximum a
posteriori estimation. The proposed algorithm is applicable to both linear and nonlinear systems. For nonlinear case,
the algorithm does not involve any linearization or approximation steps. Numerical case studies are provided to demon-
strate the effectiveness of the proposed method. VC 2015 American Institute of Chemical Engineers AIChE J, 61: 3232–

3248, 2015

Keywords: gross error detection, data reconciliation, Bayesian inference, serial strategy

Introduction

Process data measurements are of great importance for
model identification, process control, online optimization, and
process monitoring. However, process measurements are
inevitably contaminated by errors. There are two types of
errors that contribute to the total error in a measurement: ran-
dom errors can be referred to as noise and they exist in any
measurements; gross errors are nonrandom errors caused by
malfunctioning, miscalibration, fault of sensors, and so forth.
To obtain reliable process data, it is necessary to remove the
errors from the measurements. Usually, random errors and
gross errors are addressed separately by data reconciliation
and gross error detection.

Data reconciliation is used to enhance the accuracy of meas-
urements by reducing the influence of random errors. Its
objective is to estimate the true value of the measurements
that satisfy the process models. In general, data reconciliation
is based on the assumption that there are only random errors in
the measurements. The data reconciliation problem can be for-
mulated as an optimization problem.1 Mah2 provided an over-
view of the basis of data reconciliation.

The existence of gross errors will invalidate the statistical
basis of data reconciliation. Hence, gross errors must be
detected and removed/compensated before data reconciliation.
Several statistical tests have been utilized for gross error
detection in linear model under steady state, such as global
test,3 measurement test,4,5 nodal test,3,6 generalized likelihood

ratios,7 Bonferroni tests,8 principle component tests,9 and so
forth. In practice, we are not only interested in detecting the
presence of gross errors but also want to identify the locations
of gross errors as well as to estimate the sizes of them. These
targets can be fulfilled by different strategies combined with
statistical tests. Serial elimination strategy10–12 detects each
measurement one by one, recomputes the statistical tests and
then finally eliminates the gross error candidates (GEC). Serial
compensation strategy7 can be used to estimate the sizes of
gross errors. In this strategy, gross errors are estimated and the
measurements are compensated in turn. It is applicable to all
kinds of gross errors but its results rely on the accuracy of esti-
mated size of gross errors.8 Collective compensation strat-
egy8,13,14 has also been proposed to estimate all gross errors
simultaneously. This method is more accurate than others.14,15

However, it is computationally expensive.
There is also a close relationship between the problem of

data reconciliation and gross error detection. The residuals
obtained from a data reconciliation step are generally used in
the statistical test-based gross error detection. Some gross
error detection techniques do not depend on the residuals,
however, measurements containing gross errors have to be
eliminated or compensated before data reconciliation. As
gross error detection and data reconciliation are closely
related, many researchers have proposed methods to combine
the gross error detection and data reconciliation and address
them simultaneously.16,17 The objective is to remove the ran-
dom errors as well as the gross errors and to obtain clean data.

Although component mass balance or energy balance is
included in the process model, nonlinear data reconciliation
problem need to be addressed. The usual procedure is to first
perform a linearization of the process model. Sequential
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quadratic programming technique solves a nonlinear optimiza-
tion problem by successively solving a series of quadratic pro-
gramming problems.18–20 Tjoa and Biegler used a new
distribution function considering both contributions form ran-
dom errors and gross errors and proposed a hybrid sequential
quadratic programming method to solve the nonlinear gross error
detection and data reconciliation problem simultaneously.16

This article is devoted to the issue of combining gross
error detection and identification problem with data reconcil-
iation problem within a hierarchical Bayesian framework.
Hierarchical Bayesian framework has been applied to various
problems. For instance, MacKay21 first proposed the heuristic
Bayesian evidence framework and this framework was
applied to neural network modeling by MacKay.22 The hier-
archical Bayesian procedure was used to address the image
modeling and restoration problem by Molina et al.23 and Gal-
atsanos et al.24 Kwok25 and Suykens et al.26 derived the prob-
abilistic formulation of the least squares support vector
machine within a hierarchical Bayesian evidence framework.
The hierarchical Bayesian framework was utilized for pro-
cess identification with outliers in the dataset by Khatibise-
pehr and Huang.27

This article focuses on the system working at steady state
which can be both linear and nonlinear. New strategies based
on hierarchical Bayesian combining with serial identification
and collective estimation of gross errors are proposed. Instead
of using statistical tests method, (e.g., S�anchez et al.14 and
Jiang and Bagajewicz28), the proposed approach compares the
conditional probability ratio of containing gross error and not
containing gross error, so as to identify a list of suspect GEC.
The proposed algorithm performs gross error detection and
data reconciliation simultaneously and also estimates the mag-
nitudes of the gross errors. Furthermore, the proposed
approach does not assume that the covariance matrix of ran-
dom errors is known. Instead, the proposed approach estimates
the covariance matrix.

The rest of the article is organized as follows. In the next
section, we first provide the problem statement. Then, the
simultaneous gross error detection and data reconciliation
problem is formulated in a hierarchical Bayesian framework,
where different variables are estimated in different layers. The
gross error exact detectability issue will be discussed and a
serial strategy is adopted for gross error identification. Next,
numerical examples are provided to demonstrate the effective-
ness of the proposed approach for both linear and nonlinear
cases, followed by conclusion.

Problem Statement

The objective of simultaneous gross error detection and

data reconciliation can be stated as follows. First, detect which

measurements contain gross errors; second, estimate the mag-
nitudes of gross errors as well as the covariance matrix of the

random errors; finally, apply data reconciliation to estimate

the correct value of the data.
In this article, the system under consideration is assumed to

be time invariant and operating under steady state. According
to mass balance or energy balance, the system model can be
expressed as

f ðx; uÞ50

where x is an n31 vector of true values of measured variables,
n is the number of measured variables, and u is a vector of
unmeasured variables.

In the real process, the process data are automatically
sampled and recorded at regular time intervals. It is assumed
that a gross error persists in a measurement (if it exists) during
a measurement period consisting of m sampling points.
According to the above assumptions, the measurement data
are organized as follows
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where YC
j ; j51; :::;m, is the data at each sampling point and

YR
i ; i51; :::; n, is the data for each variable. The data are

assumed to be mutually independent.
At each sampling point, the measurement model can be

described as

YC
j 5x1gd1e; j51; :::;m

where g is an n 3 n matrix which indicates whether there is a
gross error in the measurement or not (0 means no gross error
and 1 means gross error), d is an n31 vector which denotes the
magnitudes of the biases, e is the random error vector which fol-
lows a multivariate normal distribution, that is, e � Nð0;RÞ,
and R is the n 3 n covariance matrix. Notice that g is con-
structed as a diagonal matrix with the elements on the diagonal
to be the gross error indicators for each measurements
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As the measurements are obtained from different instru-
ments, we can assume that the measurement noise is mutually
independent. Then, R is a diagonal matrix
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For the purpose of simplification, the precision is introduced
as ai5r22

ii .
It is known that finding estimates of parameters using maxi-

mum likelihood estimation may lead to an ill-posed problem
as the estimation can be underdetermined and is also sensitive
to the noise in the data.21 A useful way to avoid that is to com-
bine the information from the data with some additional
knowledge concerning the distribution of the parameters
called prior distribution. In this article, we set priors for the
magnitudes of biases d and the correct values of measurements
x. Specifically, a uniform distribution is introduced as the prior
distribution of d. A normal distribution is introduced as the
prior distribution of x, that is, x � Nðl0;R0Þ, where hyperpara-
meter l0 is a n31 vector and R0 is the covariance matrix. If
any hyperparameter of those prior distributions is not known a
priori, its value can be estimated by an intermediate step of
the whole process. For instance, the hyperparameters l0 and
R0 are not known a priori in this article. The estimation of x in
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the current iteration is taken as the estimation of l0 in the next
step and R0 is estimated by maximizing the posterior distribu-
tion over it. In this work, we assume the correct values of x are
independent and R0 is a diagonal matrix
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and the precision for rii;0 is introduced as ai05r22
ii;0.

Proposed Hierarchical Bayesian Framework

In the simultaneous gross error detection and data reconcili-
ation problem, five different parameters (x, d, g, R, R0) are
considered. In the proposed Bayesian framework, maximum a
posteriori (MAP) is used to estimate the parameters. To obtain
MAP estimates for the five parameters simultaneously, the
joint probability density function Pðx; d;R;R0; gjDÞ should be
maximized. However, maximizing such a posterior probability
density functions is complex. The corresponding optimization
problem is difficult to solve directly. To avoid the difficulties
in direct maximization of Pðx; d;R;R0; gjDÞ, a layered solu-
tion framework is proposed. Based on the chain rule, the joint
probability density function is factorized into three parts

Pðx; d;R;R0; gjDÞ5Pðx; djR;R0; g;DÞPðR;R0jg;DÞPðgjDÞ

The proposed method includes three levels according to the
above factorization. The correct values of the measurements x
and the magnitudes of gross errors d are estimated at Level 1.
The covariance matrix R of the random error and the hyper-
paramter R0 are estimated at Level 2 and the gross error indi-
cator matrix g is addressed at Level 3. The overall procedure
of the Bayesian algorithm is summarized as follows

Level 1: Inference of x and d

max
x;d

Pðx; djR;R0; g;DÞ5 max
x;d

PðDjx; d;R;R0; gÞPðx; djR;R0; gÞ
PðDjR;R0; gÞ

Level 2: Inference of R and R0

max
R;R0

PðR;R0jg;DÞ5 max
R;R0

PðDjR;R0; gÞPðR;R0jgÞ
PðDjgÞ

Level 3: Inference of g

max
g

PðgijDÞ5 max
g

PðDjgÞPðgÞ
PðDÞ 5 max

g
PðDjgÞPðgÞ

Each level of the above Bayesian framework has the follow-
ing form

Posterior5
Likelihood

Evidence
3 Prior

It is easy to see that the likelihood at a certain level is equal
to the evidence at the previous level. In this way, the three lev-
els are connected to each other. The procedure is iterated until
convergence.

First layer: Inference of x and d

Given the collected data D, the hyperparameters R and R0,
and the matrix of gross error indicators g, the MAP estimates
of the correct values of measurements x, and the magnitudes
of the biases d are obtained by maximizing the posterior den-

sity function Pðx; djR;R0; g;DÞ. Using Bayes rule, the formu-
lation in the first layer of the hierarchical framework is

Pðx; djR;R0; g;DÞ5
PðDjx; d;R;R0; gÞPðx; djR;R0; gÞ

PðDjR;R0; gÞ
(1)

As stated in the above section, the following priori distribu-

tions for x and d are slected: a normal distribution is introduced

for x and a uniform distribution is set for d. It is also assumed

that x and d are independent. For the correct value of x, it can

be considered to be independent of R and g, and dependent on

its hyperparameter R0. The magnitudes d of the gross errors can

be considered to be independent of R, g, and R0

Pðx; djR;R0; gÞ5PðxjR0ÞPðdÞ
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Given x and d, the sampled data D would be independent of
hyperparameter R0, and the likelihood can be directly obtained
from the measurement model, that is, PðDjx; d;R;
R0; gÞ5PðDjx; d;R; gÞ
PðDjx; d;R;R0; gÞ5PðDjx; d;R; gÞ5
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(3)
The posterior probability of x and d can be calculated by

combining Eqs. 2 and 3

Pðx; djR;R0; g;DÞ / PðDjx; d;R;R0; gÞPðx; djR;R0; gÞ
5ð2pÞ2ðm11Þn=2jRj2m=2jR0j21=2

3 exp
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(4)

where
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1
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�Xm

j51
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All positive constants in Eq. 4 are neglected, as they do not

affect the optimal solution of MAP problem. To estimate the

most probable values of x and d, xMP and dMP, the posterior

probability should be maximized, or equivalently, the negative

logarithm of Eq. 4 should be minimized

max
x;d

Pðx; djR;R0; g;DÞ5 min
x;d

J1ðx; dÞ (6)

As the correct value of the measurement x must satisfy the
material balance, constraints f ðx; uÞ50 are added to this opti-
mization problem. Then, the optimization problem for estimat-
ing x and d becomes

min
x;d

J1ðx; dÞ

s:t: f ðx; uÞ50

(7)

Linear Case. Assume the system model with only meas-
ured variables is represented as Axx 5 0 (matrix Ax is obtained
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by decomposing the measured and unmeasured parts). Lagrange
multipliers can be introduced to the above optimization prob-
lem. The observable unmeasured variables can be calculated
through the system model after the gross error detection and the
redundant measured variables are reconciled.

L5J1ðx; dÞ1kTAxx (8)

Based on the following optimality condition
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The analytical expression for the estimations, xMP and dMP,
can be derived
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where R5ðR0
211mR21Þ21

and W5AT
x ½AxRAT

x �
21AxR.

Nonlinear Case. If component balance and energy bal-
ance are considered, nonliear model can be obtained. If analyt-
ical solutions for the optimization problem in Eq. 7 cannot be
derived, numerical methods can be used to solve the nonlinear
optimization problem to get solution for xMP and dMP. The
unmeasured variables can be calculated through the system
model f ðx; uÞ50 with the values of xMP.

Second layer: Inference of hyperparameters R and R0

Hyperparameters R and R0 can be estimated in the second
layer. The posterior distribution of the hyperparameters is
expressed as

PðR;R0jg;DÞ5
PðDjR;R0; gÞPðR;R0jgÞ

PðDjgÞ (14)

Based on the assumption that the measurements are inde-
pendent of each other, the likelihood can be separated and the
posterior distribution corresponding to each measurement can
be written as
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For prior distributions, it is assumed that r2
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priori information for the hyperparameters, a uniform distribu-
tion can be used to describe appropriate noninformative priors.
To incorporate the prior knowledge, conjugate priors are com-
monly assigned so that the resulting posterior distribution can
be conveniently evaluated and an analytical solution can be
obtained. In this layer, gamma distributions are considered as
hyperpriors
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where kj is the shape parameter and sj is the inverse scale
parameter. Both parameters are positive real numbers. The
reason that gamma distribution is selected as hyperpriors is
that the gamma distribution is the conjugate prior to the
likelihood.

The likelihood PðYR
i jr2

ii;r
2
ii;0; giÞ is actually the evidence

separated according to each measurement in the first layer in
Eq. 1. To get the expression of the evidence in the first layer,
the joint probability (which is the product of likelihood and
priors in the first layer) can be integrated over the unknown
parameters x and d. According to whether there is a gross
error or not, the problem can be addressed in two different
cases
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Substituting Eqs. 18 and 19 into Eq. 15, the posterior probability of the hyperparameters can be written as
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To find the posterior mode, the above posterior distribution can be maximized, or equivalently, the negative logarithm of the
posterior probability can be minimized. It leads to the following optimization problem
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As ai and ai0 are positive variables, we can take logarithm on them. The gradient of the cost function J2ðai; ai0Þ is
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@J2ðai; ai0Þ
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As it is difficult to get the analytical solution of ai and
ai0, numerical optimization method (e.g., Newton’s
method, etc.) is used to find the solution of Eq. 21. The var-
iance r2

ii and r2
ii;0 can be obtained by taking inverse of ai

and ai0, respectively. After calculating r2
ii and r2

ii;0 for each
measurement, the covariance matrix R and R0 can be
constructed.

The posterior distribution given by Eq. 20 is complex in
general so that it cannot be directly applied in the three-
layered optimization framework. An approximation of the pos-
terior distribution is a key to simplify the calculation in the
hierarchical Bayesian approach. MacKay21 introduced a
method called Laplace Approximation which can approximate
posterior using a normal distribution. To approximate the pos-
terior distribution by a normal distribution, we approximate
the logarithm of the posterior distribution by its second-order
Taylor expansion around the most probable estimation,
HMP5ðlogaMP

i ; logaMP
i0 Þ, and the posterior distribution can be

approximated by
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where zi5½logai2logaMP
i ; logai02logaMP

i0 �
T
. Because logaMP

i

and logaMP
i0 correspond to a maximum of the logarithm of the

posterior distribution, the second term on the right-hand side
of Eq. 25 equals to zero. Using Laplace Approximation, the
posterior distribution can be approximated by a normal distri-
bution as following
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where Qi is the Hessian matrix of the cost function J2 eval-
uated at logaMP

i and logaMP
i0

Qi52rrlogPðlogai; logai0jg;DÞjlogai
MP;logai0

MP (27)

The Hessian matrix Qi can be calculated as

Qi5
Qi;11 Qi;12

Qi;21 Qi;22

 !
5

@2J2

@logai
2

@2J2

@logai@logai0

@2J2

@logai0@logai

@2J2

@logai0
2

0
BBB@

1
CCCA
(28)

Third layer: Inference of the indicator gi

In the above derivations, it is assumed that the gross error
indicators are known. In the third layer, the objective is to
identify the indicators. Applying Bayes rule and separating the
posterior corresponding to each measurement, the posterior
distribution is obtained as following

PðgijYR
i Þ5

PðYR
i jgiÞPðgiÞ
PðYR

i Þ
/ PðYR

i jgiÞPðgiÞ (29)

For priors, it is assumed that each instrument has a probabil-
ity pi to contain a gross error, then the probability of gi given
pi can be expressed as

PðgijpiÞ5pi
gið12piÞ12gi (30)

and the prior for pi is set to be a Beta distribution

PðpiÞ5
Cðri1biÞ
CðriÞCðbiÞ

pi
ri21ð12piÞbi21

(31)

Then, by integrating out pi, we can get the prior distribution
for gi

PðgiÞ5
ð1
0

PðgijpiÞPðpiÞdpi

5

ð1
0

Cðri1biÞ
CðriÞCðbiÞ

pi
gi1ri21ð12piÞ12gi1bi21dpi

5
Cðri1biÞ
CðriÞCðbiÞ

Cðri1giÞCð12gi1biÞ
Cðri1bi11Þ

(32)

The likelihood in the third layer is equal to the evidence in
the second layer in Eq. 15. As we divide the problem into two
cases according to whether there is a gross error or not in the
second layer, the likelihood in the third layer can be handled
in two cases by substituting Eqs. 18, 19, and 26 in Eq. 15.
However, for simplicity, we write the likelihood in a general
form as following
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PðYR
i jgiÞ5

PðYR
i jai; ai0; giÞPðai; ai0jgiÞ

Pðlogai; logai0jgi; Y
R
i Þ

(33)

Since the left-hand side is not relevant to ai and ai0, the
right-hand side has no relationship with ai and ai0, which
means that the values of ai and ai0 have no influence on the
value of the likelihood. The MAP of ai and ai0 is taken to sim-
plify the calculation

PðYR
i jgiÞ5

PðYR
i jai; ai0; giÞPðai; ai0jgiÞ

Pðlogai; logai0jgi;Y
R
i Þ

			
aMP

i
;aMP

i0

� PðYR
i jai; ai0; giÞPðai; ai0jgiÞffiffiffiffiffiffiffiffiffiffiffi

detQi

p
			
aMP

i ;aMP
i0

(34)

After the above derivations, Pðgi51jYR
i Þ and Pðgi50jYR

i Þ
are both calculated. They are further compared to determine
the value of gi. The indicator matrix g can be obtained after
the value of the indicator for each measurement is decided.

Simultaneous gross error detection and data
reconciliation procedure

The implementation procedure of the hierarchical Bayesian
approach is outlined as Algorithm 1.

The principle of the initial value selection is discussed as
following. r2ð0Þ

ii 5MAD=0:6745 is utilized to calculate the
robust variance. This equation is commonly used in robust
regression. The constant 0.6745 makes the estimate of r2

ii

unbiased for the normal distribution. MAD is the median abso-
lute deviation of the residuals; a large value is set for r2ð0Þ

ii;0 to

reduce the influence of not setting an accurate initial value for
lð0Þi0 . l0 is the mean value in the hyperprior for x.

In Algorithm 1, Step 1 to 5 will be repeated iteratively until
no further improvements (the estimations of the parameters do
not change) are gained. The flow chart of Algorithm 1 is
shown in Figure 1.

Although Algorithm 1 can be directly applied for gross error
identification, it may lead to too many mispredictions. To
improve the performance of the proposed simultaneous gross
error detection and data reconciliation approach, a serial strat-
egy is introduced in the next section.

Serial Strategy for Improved Performance

Algorithm 1 may lead to many mispredictions, which is
mainly due to the smearing effect.1 All the variables are
related through the constraints according to the network of the
system. A gross error in one measurement may influence other
measurements, so that the probability Pðgi51jYR

i Þ can be
larger than Pðgi50jYR

i Þ for a process measurement without
gross error. There are many factors influencing the degree of
smearing, such as the level of redundancy, the size of the
standard deviations of the random error, and the magnitudes
of the gross errors.1,29

Furthermore, simultaneous gross error estimation and data
reconciliation cannot be solved for an arbitrary set of GEC
due to the existence of equivalent sets.30 The concept of equiv-
alent sets is defined as follows: if two sets of gross errors have
the same effect in data reconciliation, they are regarded as
equivalent sets, which means that when simulating either one,
they both lead to the same objective function value of data rec-
onciliation. Equivalent sets exist when candidate streams are

Figure 1. Flow chart of Algorithm 1.

Algorithm 1: Bayesian Method for Simultaneous Gross
Error Detection and Data Reconciliation

input: Sample data D, and selected initials for indicator
matrix g
initialize: Variance of the random error:

r2ð0Þ
ii 5MAD=0:6745,

hyperparameters: a large value for r2ð0Þ
ii;0 and the reconciled

data for lð0Þ0

while the estimations of the parameters do not change within
tolerance do

Step 1. In the first layer, maximize PðxðkÞ; dðkÞjD;Rðk21Þ;
Rðk21Þ

0 ; gðk21ÞÞ to update the MAP
estimates of x and d, xðkÞ and dðkÞ using Eqs. 12 and 13.

Step 2. Update lðkÞ0 as the estimates of x, i.e., lðkÞ0 5xðkÞ.

Step 3. In the second layer, maximize PðaðkÞi ; aðkÞi0 jg
ðk21Þ
i ;

YR
i Þ for each measurement to update

the MAP estimates of hyperparameters, aðkÞi and aðkÞi0 . The
variance can be obtained
by taking an inverse of ai and ai0.

Step 4. In the third layer, evaluate the posterior proba-
bility of each measurement, Pðgi51jYR

i Þ
and Pðgi50jYR

i Þ. Compare the values of them. If the value
of Pðgi51jYR

i Þ is larger,
set gðkÞi 51, otherwise, set gðkÞi 50.

Step 5. Update the estimated values of RðkÞ; RðkÞ0 and
gðkÞ and use them in the next iteration.

end while

return: Estimations of different parameters x̂; d̂; R̂; R̂0 and ĝ
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in the same loop in an augmented graph consisting of the origi-
nal graph representing the flow sheet with the addition of envi-
ronmental node. The environment node is an additional node of
the flow sheet so that all process feeds and products can connect
to it. It is impossible to distinguish the equivalent sets and this
leads to the conditions of exact detectability in simultaneous
gross error detection and data reconciliation problem. There are
mainly two rules for this detectability problem30

1. The maximum number of gross errors that can be simu-
lated in an open system is equal to the number of process
units (blocks in the diagram).

2. A set of gross errors can be exactly detected only if no
subset of these variables forms a loop with an additional
stream. In other words, a set of gross errors can be exactly
detected only if the corresponding set of columns of the inci-
dence matrix A does not form a linearly dependent set with
any other additional column.

To address the above issues and improve the performance
of Algorithm 1, a serial strategy is adopted. The serial strategy

identifies gross errors in a sequential mode. This strategy is
based on the assumption that for any system, the probability of
containing k gross errors is larger than the probability of con-
taining k 1 1 gross errors. This strategy can detect the mini-
mum possible number of gross errors and solve data
reconciliation problem and estimation problem with all sus-
pects. The strategy is outlined as Algorithm 2 the flow chart of
Algorithm 2 is shown in Figure 2.

Simulation Study

Linear case

In this section, simulated data sets are used to study the
effectiveness of the proposed Bayesian approach for simulta-
neous gross error detection and data reconciliation. The pro-
cess network shown in Figure 3 is considered. There are four
units and seven flow rates.

From the above process network, the flow rates satisfy the
following material balance

x12x21x450

x22x31x650

x32x42x550

x52x62x750

All the variables are assumed to be measured and the above
equations can be further written as Ax 5 0, where x5

½x1; x2; :::; x7�T and the incidence matrix A is

A5

1 21 0 1 0 0 0

0 1 21 0 0 1 0

0 0 1 21 21 0 0

0 0 0 0 1 21 21

2
666664

3
777775

The data are generated randomly using MATLAB. The vec-
tor of the correct values of the flow rates is set as
x5 1 2 3 1 2 1 1½ �T . To avoid confusion between
the gross errors and the noise (random error), the value of the
covariance matrix R cannot be too large.

Case 1: Single Gross Error. In this case, only one gross
error is introduced in the first measurement x1 and the magni-
tude of the gross error is set to d152. As there are no gross
errors in other measurements, the magnitudes of other gross
errors are set to zeros.

We compare the results with two different standard devia-
tions (variance) of the measurements:

1. R50:0016I, where I is identity matrix, the standard
deviations are around 1.3–4% of the measurements.

2. R50:1I, the standard deviations are around 11–32% of
the measurements.

A set of simulated measurement data with the two different
standard deviations are plotted in Figures 4 and 5,
respectively.

To evaluate the performance of the proposed method, 50 sets
of simulated measurement data are generated and used for gross
error detection and data reconciliation. With Algorithm 2, Fig-
ures 6–8 show the histograms of the estimated value of x, the
estimated value of d and the estimated value of the standard
deviation r with R50:0016I, respectively. Figures 9–11 show
the histograms of the estimated value of x, the estimated value
of d (for both cases d152, d25d35d45d55d65d750) and the

Algorithm 2: Serial Strategy for Simultaneous Multiple
Gross Error Detection and Data Reconciliation

Input: Sample data D
Initialize: Create two lists: one is for gross error candidates

(GEC) and another is for the final gross errors
(FGE). Set them empty at first. Set the initial val-
ues for gi to be all 1s

Step 1. Run Algorithm 1 once to get the gross error
candidates.

if there are r variables in suspect (r> 0)
go to step 2.

else

declare no gross error and stop.
end if-else

Step 2. Put all r variables detected in step 1 in GEC.
if GEC and FGE have same elements

erase them in GEC.
end if

while GEC is not empty do

Step 3. Run Algorithm 1 with the initial values to be
all the members in FGE and one member of
the GEC at a time. If there are r variables in
GEC, then we need to run Algorithm 1
r times.

Step 4. Calculate the ratio
Pðgi51jYR

i Þ
Pðgi50jYR

i
Þ. For each run find

the value of the ratio corresponding
to the simulated member in GEC. Compare
these values and determine which member
of the GEC leads to the largest value of ratio
and get the corresponding gross error
candidates. Add that variable to the FGE.
Empty set GEC.

Step 5. Add the gross error candidates obtained in step
4 into the GEC. If any members in
the GEC are in the same loop with the mem-
bers in the FGE, erase the member in the
GEC with the smallest ratio and also eliminate
the member which is already in the FGE.

end while

Step 6. Determine all equivalent sets.
return: Estimations of different parameters x, d, R, R0 and g.

If there are equivalent sets for the gross errors, the
equivalent sets are also returned.
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estimated value of the standard deviation r with R50:1I,
respectively.

The performances of Algorithm 1 and Algorithm 2 are com-
pared for all the cases of one gross error introduced. For each
case, one of the seven measurements contains one gross error
and the simulation is performed for 50 runs using Algorithm 1
and Algorithm 2, respectively.

A performance measure—correct rate is defined for per-
formance evaluation

Correct Rate

5
Number of Runs that All the Gross Errors are Correctly Identified

Total Number of Runs

Table 1 displays the correct rates of Algorithm 1 and Algo-
rithm 2. The results with different standard deviations of
measurements are also compared.

It can be seen from Table 1 that Algorithm 1 has more mispre-
dictions than Algorithm 2. Since in this case only single gross
error is considered, according to the flow sheet there is no equiv-
alent set for each case. The mispredictions may be caused by
smearing effect. The confusion between the random error and
the gross error may lead to the mispredictions (the magnitude d
of the gross error is only slightly larger than the 3r). Algorithm
2 enhances the correct rate of gross error detection and estima-
tion. It is worth mentioning that the existing methods generally
handle small standard deviations. For example, the standard
deviations of the measurements are chosen to be 2% of each
measurement by Bagajewicz and Jiang.31 The proposed method
in this work can deal with much larger standard deviations. The
proposed approach also works well with small standard devia-
tion as expected. Algorithm 2 leads to 100% correct rate for
R50:0016I. Even though the standard deviations are increased
to 13–32% of the measurements, the correct rate shows that
Algorithm 2 is still efficient to detect the gross error. As the pro-
posed method can handle large standard deviation in the data,
only R50:1I is considered in the rest of the case studies.

Case 2: Multiple Gross Errors without Equivalent Sets. In
this case, multiple gross errors in the data are investigated. We
first study the case that no equivalent set exists in the gross

errors. Algorithm 2 is illustrated using the simulation example
under different scenarios. Tables 2 and 3 below show the
results in each steps following the procedure of the serial strat-
egy. The gross error initial values for Algorithm 1 are shown
in the second column of the tables. The third column of the
tables provides the estimations of the magnitudes of the gross

errors. The values of the ratio
Pðgi51jYR

i Þ
Pðgi50jYR

i
Þ are listed in the fourth

column. The last column shows the variables as GEC flagged
by Algorithm 1.

Table 2 shows the solution procedure for two gross errors in
x2 and x7 with magnitudes d253 and d751, respectively. In
the first step, the initial values for indicator gi are set to be all
1s, and the gross errors candidates flagged by Algorithm 1 are
2 and 6. In the second step, the flagged GEC (2 and 6) are put
into GEC. In the third step, Algorithm 1 is run twice as there
are two elements in the GEC. The initial values of indicator gi

are set as g251 (others are set to zero) for the first run and g6

51 (others are set to be zero) for the second run. In the fourth

step, we calculate the ratio
Pðg251jYR

2
Þ

Pðg250jYR
2
Þ and

Pðg651jYR
6
Þ

Pðg650jYR
6
Þ for the two

runs in step 3 and compare them. The run with initial g251
has a larger ratio, so element 2 in GEC is identified as a
variable with gross error (i.e., the second measurement is
detected to contain a gross error). Element 2 is added to the
FGE. The GEC is set empty. In the fifth step, we get the
GEC corresponding to element 2, which are 2 and 7 and put
them in the GEC. Since 2 is already in the FGE, it is elimi-
nated in the GEC and GEC has only one element 7 at this
time. The GEC is not empty so the algorithm goes to step
3; we run Algorithm 1 with initials to be all the members in

Figure 2. Flow chart of Algorithm 2.

Figure 3. Diagram of process network.
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the FGE (2) and one member of GEC (7). The GEC flagged
by Algorithm 1 are 2 and 7. In the second step 5, the GEC
is empty and the algorithm is stopped. Even though the
gross error in the seventh measurement is not flagged by
the Algorithm 1 in step 1, the gross errors are still success-
fully identified. The number of iterations that is needed to
detect all the gross errors in Algorithm 2 is 2 which is the

same as the number of gross error introduced. Using Algo-
rithm 2, the gross errors are exactly detected. Then, the
magnitudes of the gross errors can be estimated. After the
gross errors are successfully detected and the magnitudes
of the gross errors are estimated, the correct values of x and
the covariance matrix R of the random errors can be
estimated.

Figure 4. Data plot with gross error in the first measurement, R50:0016I.

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]

Figure 5. Data plot with gross error in the first measurement, R50:1I.

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]
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The final estimated values are

x̂5 0:9749 2:0105 3:0604 1:0356 2:0248 1:0499 0:9749½ �T

d̂253:0; d̂751:0; d̂15d̂35d̂45d̂55d̂650

r̂2
1150:0918; r̂2

2250:1085; r̂2
3350:1109; r̂2

4450:1117;

r̂2
5550:0919; r̂2

6650:0878

r̂2
7750:0845

In Table 3, three biases are considered with d152; d253,
and d554. The procedure is similar to Table 2. As the number
of gross errors introduced is larger than the above cases, Algo-
rithm 2 takes 1 more iteration to identify all the gross errors
successfully.

The final estimated values are

x̂5 1:0092 1:9142 2:9036 0:9050 1:9986 0:9894 1:0092½ �T

d̂151:9; d̂253:1; d̂553:9; d̂35d̂45d̂65d̂750

r̂2
1150:0721; r̂2

2250:1150; r̂2
3350:0935; r̂2

4450:0838;

r̂2
5550:0973; r̂2

6650:1180

r̂2
7750:1168

In Tables 2 and 3, the number of the gross errors introduced
is less than the number of the units in the process network and
none of them form a loop with an additional variable, which
means that the gross errors introduced satisfy the condition of
exact detectability.

Case 3: Multiple Gross Errors with Equivalent Sets. In
this case, multiple gross errors are investigated under the situa-
tion that equivalent sets exist. Here, two biases are introduced
as d253 and d354. In the first step, the initial values for indi-

cator gi are set to be all 1s and the gross errors candidates
flagged by Algorithm 1 are 3 and 4. Since there are two sus-
pects, it proceeds to step 2. In the second step, the flagged
GEC 3 and 4 are put into GEC. In the third step, Algorithm 1
is run twice since there are two elements in the GEC. The ini-
tial values of indicator gi are different for different runs, that
is, g351 (others are set to be zero) for the first run and g451
(others are set to be zero) for the second run. In the fourth

step, we calculate the ratio
Pðg351jYR

3
Þ

Pðg350jYR
3
Þ and

Pðg451jYR
4
Þ

Pðg450jYR
4
Þ for the two

runs in step 3 and compare them. The run with initial g451

Figure 6. Histogram of the estimated value of x, R50:0016I (50 runs).

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]

Figure 7. Histogram of the estimated value of d1, R5
0:0016I (50 runs).

[Color figure can be viewed in the online issue, which is

available at wileyonlinelibrary.com.]
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has the largest ratio, so element 4 in GEC is determined to be
the final gross errors (FGE), which means that the fourth mea-
surement is detected to contain a gross error. Element 4 is
added in the FGE. The GEC is set empty. In the fifth step, we
get the GEC corresponding to element 4, which are 3 and 4

and put them in the GEC. Since 4 is already in the FGE, it is
eliminated in the GEC and GEC has only one element 3 at this
time. The GEC is not empty so the algorithm goes to step 3;
we run Algorithm 1 with initials to be all the members in the
FGE (4) and one member of GEC (3). The GEC flagged by

Figure 8. Histogram of the estimated value of r, R50:0016I (50 runs).

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]

Figure 9. Histogram of estimated value of x, R50:1I (50 runs).

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]
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Algorithm 1 are 3 and 4. In the second step 5, the GEC is
empty and the algorithm is stopped. Since the second measure-
ment and the third measurement form a loop with an addi-
tional stream 4, the gross errors introduced violate the second
condition of exact detectability. It is difficult to identify the
gross errors exactly in this case, but the equivalent sets are
detected, as shown in Table 4.

Nonlinear case

The nonlinear programming problem in the first layer for
both examples is solved in GAMS with solver CONOPT.

Case 1: Example from Pai and Fisher. This problem
consists of eight variables, five of them are measured and three
of them are unmeasured.32 There are six nonlinear constraints
which are shown as follows

0:5x2
120:7x21x3u11x2

2u1u212x3u2
32255:850

x122x213x1x322x2u12x2u2u31111:250

x3u12x113x21x1u22x3
ffiffiffiffiffi
u3
p

233:5750

x42x12x2
31u213u350

x522x3u2u350

2x11x2x3u11u22u32126:650

The exact values of the eight variables are

xexact5½4:5124; 5; 5819; 1:9260; 1:4560; 4:8545�T

uexact5½11:070; 0:61467; 2:0504�T

In this example, we attempt to demonstrate the effectiveness
of the proposed simultaneous gross error detection and data
reconciliation algorithm (Algorithm 1) and compare the results
with the results of Tjoa and Biegler.16 Following the same pro-
cedure provided by Tjoa and Biegle, the data are generated
with the mean equal to the exact values and Gaussian noise
level is 0.1. The algorithm is tested for 100 runs. Twenty per-
cent of all measured variables are assumed to be shifted and
the effect of location of gross errors is tested in three different
situations. In situation 1, 5 blocks with 20 gross errors in each
block are added in sequence from x1 to x5. In situation 2, all
the measured variables are added with gross errors in every
fifth run and no gross errors in other runs. In situation 3, one
gross error is added for each run in sequence from x1 to x5 in

Figure 10. Histogram of the estimated value of d1, R5
0:1I (50 runs).

[Color figure can be viewed in the online issue, which

is available at wileyonlinelibrary.com.]

Figure 11. Histogram of the estimated value of r, R50:1I (50 runs).

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com.]
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Table 3. Algorithm 2 with Gross Error in x1 (Magnitude: 2), x2(Magnitude: 3), and x5 (Magnitude: 4)

Step Number Gross Error Initials
Magnitude of Gross

Error Estimated Ratio
Variables Flagged

by Algorithm 1

Step 1 All 2,3,5,7
Step 2 GEC: 2,3,5,7 FGE: Empty
Step 3 2 7:131013 1,2,3,4,5,6,7

3 8:831021 2,3,4,5,6,7
5 2:231023 1,2,3,4,5,6,7
7 8:131013 1,2,3,4,5,6,7

Step 4 FGE: 5
Step 5 GEC: 1,2,3,6,7
Step 3 5,1 80.0 1,2,3,4,5,6,7

5,2 1:331018 1,2,5
5,3 1:231010 1,2,3,4,5,6,7
5,6 1:331010 1,2,4,5,6,7
5,7 8:53106 2,3,5,6,7

Step 4 FGE: 2,5
Step 5 GEC: 1
Step 3 1,2,5 8:93106 1,2,5
Step 4 FGE: 1,2,5 1 (Magnitude: 1.9)

2 (Magnitude: 3.1)
5 (Magnitude: 3.9)

Step 5 GEC: Empty
Step 6 Equivalent sets: none

Table 4. Algorithm 2 with Gross Error in x2 (Magnitude: 3) and x3 (Magnitude: 4)

Step Number Gross Error Initials
Magnitude of Gross

Error Simulated Ratio
Variables Flagged

by Algorithm 1

Step 1 All 3,4
Step 2 GEC: 3,4 FGE: Empty
Step 3 3 8:33109 2,3,4

4 7:631018 3,4
Step 4 FGE: 4
Step 5 GEC: 3
Step 3 3,4 23.9 3,4
Step 4 FGE: 3,4 3 (Magnitude: 0.9)

4 (Magnitude: 23.2)
Step 5 GEC: Empty
Step 6 Equivalent sets: 2(3.2),3(4.1)

and 2(20.9),4(24.1)

Table 1. Comparison of Correct Rates (50 Runs)

Measurement
Number

Correct Rate
(Algorithm 1, R50:1I)

Correct Rate
(Algorithm 2, R50:0016I)

Correct Rate
(Algorithm 2, R50:1I)

1 48/50 5 96% 50/50 5 100% 50/50 5 100%
2 46/50 5 92% 50/50 5 100% 49/50 5 98%
3 23/50 5 46% 50/50 5 100% 48/50 5 96%
4 35/50 5 70% 50/50 5 100% 50/50 5 100%
5 46/50 5 92% 50/50 5 100% 49/50 5 98%
6 34/50 5 68% 50/50 5 100% 48/50 5 96%
7 49/50 5 98% 50/50 5 100% 50/50 5 100%

Table 2. Algorithm 2 with Gross Error in x2 (Magnitude: 3) and x7 (Magnitude: 1)

Step Number Gross Error Initials
Magnitude of

Gross Error Estimated Ratio
Variables Flagged

by Algorithm 1

Step 1 All 2,6
Step 2 GEC: 2, 6 FGE: Empty
Step 3 2 1:831017 2,7

6 3:23103 1,2,3,4,5,6
Step 4 FGE: 2
Step 5 GEC: 7
Step 3 2,7 46.8 2,7
Step 4 FGE: 2,7 2 (Magnitude: 3.0)

7 (Magnitude: 1.0)
Step 5 GEC: Empty
Step 6 Equivalent sets: none
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rotation. The magnitudes of gross errors are 10.4, 11, and
14, respectively.

For the case that the magnitude of gross errors is 10.4 (only
4r), it is easy for the algorithm to be confused between the
random error and gross error. The results are shown and com-
pared in Table 5.

In Table 5, the number of a gross error correctly detected and
the number of false alarm of a gross error for each variables are
listed. From these numbers, we can see that the number of a
gross error correctly detected obtained by Algorithm 1 is larger
than Tjoa’s method while the times of false alarm by Algorithm
1 is also larger than Tjoa’s method. This is because that the cor-
rectly detected number of gross error and the false alarm are inti-
mately related. If the probability of false alarm is allowed to be
larger, the correct detected number of gross error will increase.
For Algorithm 1, we can balance them by setting some hyper-
parameters, such as the hyperparameters for the prior distribution
of pi. However, the results show that Algorithm 1 is sufficient to
detect the gross errors for the case that the magnitude of gross
error is not easily distinguished from the random error.

Next, we consider the case when the magnitude of gross
errors is set as d 5 1. This is a more typical case of gross error
detection and the results are shown in Table 6.

In Table 6, the number of a gross error correctly detected
increases compared with the case of d50:4 while the number
of false alarm decreases. This means that Algorithm 1 is
more powerful for the case that the gross error can be distin-
guished from the random error. The performance of Algo-
rithm 1 is very close to Tjoa’s method. Situation 3 will be
used for the studying of estimations of the magnitudes d of
gross errors, the estimations of the variance r2, and the esti-
mations of the values of both measured and unmeasured vari-
ables (x and u). The estimated values listed below are the
means for 100 runs.

For the case that d511, the final estimated values are

x̂5 4:5354; 5:5749; 1:9231; 1:4963; 4:8236½ �T

û5 11:1733; 0:6200; 2:1344½ �T

d̂5 0:9717; 0:9969; 0:9995; 1:0000; 0:9931½ �T

r̂2
1150:0103; r̂2

2250:0101; r̂2
3350:0107; r̂2

4450:0095; r̂2
5550:0100

For the case that d514, the final estimated values are

x̂5 4:5439; 5:5539; 1:9228; 1:4094; 4:9022½ �T

û5 11:1428; 0:6128; 2:0728½ �T

d̂5 4:0102; 3:9862; 3:9975; 4:0028; 3:9951½ �T

r̂2
1150:0102; r̂2

2250:0102; r̂2
3350:0100; r̂2

4450:0102; r̂2
5550:0104

It is shown that for all the cases, the estimated values are
very close to the exact values. From the results shown above,
we can see that the proposed algorithms work well for gross
error detection and data reconciliation problem.If further
improvement is needed for the problem, the serial strategy
introduced above can be taken for exact detection of the gross
error.

Furthermore, the performance of Algorithm 1 relies on the
redundancy of the measurements. Since nonredundant varia-
bles can be adjusted only by the objective function not through
the constraints. They may converge to the initial values (in the
first layer). If the nonredundant variables contain gross errors,
the reconciled data may be inaccurate and as the unmeasured
variables are obtained through the constraints they may be
influenced. The hyperparameter l0 is taken as the estimation
of x and it is used in the third layer, so the performance of the
gross error detection in the third layer may also be influenced.
However, the redundancy of variables is related to both sensor
network and the system constraints. Some existing methods
can be applied to check the redundancy and we have added
some related Refs. 33–35.

Case 2: Example from Swartz. The second example for
nonlinear system is first described by Swartz for data reconcil-
iation.35 The flow sheet of the process is shown in Figure 12.
Standard deviations of the measurements for flow rate and
temperature are 2% and 0.758, respectively. The model is
more complex than the first example. There are 16 measured
variables, 14 unmeasured variables, and 17 constraints. The
constraints are obtained by considering mass and heat balances
around the heat exchangers, splitting, and mixing junctions.
To see the effectiveness of gross error detection, 108 is added
to measurement TA7 as a gross error. Algorithm 1 can detect
TA7 as a gross error and the final estimated values of both
measured and unmeasured variables are shown in Table 7.
The results are very close to the results obtained by Tjoa’s
method.16 And, the computation time depends on the number

Table 5. Results of Algorithm 1 for Gross Error Detection (d510:4)

x1 x2 x3 x4
x5

Situation Right Wrong Right Wrong Right Wrong Right Wrong Right Wrong

1 (Algorithm 1) 5 2 20 6 20 – 20 2 20 5
1 (Tjoa) 8 3 19 – 20 – 9 – 17 1
2 (Algorithm 1) 8 – 20 1 20 – 15 – 20 –
2 (Tjoa) – – 20 – 20 2 – – 20 1
3 (Algorithm 1) 3 2 20 8 20 – 20 2 20 –
3 (Tjoa) 4 – 18 – 20 1 9 – 14 2

Table 6. Results of Algorithm 1 for Gross Error Detection (d511)

x1 x2 x3 x4
x5

Situation Right Wrong Right Wrong Right Wrong Right Wrong Right Wrong

1 (Algorithm 1) 20 2 20 – 20 1 20 1 20 2
1 (Tjoa) 19 – 20 1 20 – 19 1 20 2
2 (Algorithm 1) 10 – 20 – 20 – 19 – 20 –
2 (Tjoa) 12 – 20 – 20 1 20 1 17 1
3 (Algorithm 1) 20 1 20 2 20 2 20 2 20 1
3 (Tjoa) 20 2 20 – 20 – 19 – 20 1
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of iterations of Algorithm 1 and the CONOPT solver. As an
average, Algorithm 1 finishes in around 4 s within 10
iterations.

Conclusions

Gross error detection and data reconciliation problem is
studied in this article. A unified framework is proposed to
simultaneously estimate the true values of process variables x
and u, the magnitudes of the gross errors d, the covariance
matrix R of the random error, and the gross error indicator
matrix g. To reduce the solution complexity of directly solving
the MAP problem, a hierarchical Bayesian framework is
developed. The layered scheme allows us to obtain MAP esti-
mates of the correct values of the measurements x, the magni-
tudes of the gross errors d in the first layer, the covariance

matrix R of the random error in the second layer and the gross
error indicator matrix g in the third layer. To enhance the per-
formance of the hierarchical Bayesian algorithm, the serial
strategy is combined with the hierarchical Bayesian algorithm.
The proposed method is not very sensitive to noise so that it
can handle a large standard deviation of the noise. The pro-
posed method is applicable to both linear and nonlinear cases.
For linear case, the analytical forms of estimated values of the
correct values of variables and magnitudes of gross errors are
obtained. For nonlinear case, there is no need to do lineariza-
tion or approximation in the proposed method.

The effectiveness of the proposed Bayesian approach and
the serial strategies for simultaneous gross error detection and
data reconciliation problem were demonstrated on simulated
datasets. In the linear case, it is shown that the serial strategy
is able to improve the performance under this situation. The
results show that if the gross errors are correctly detected, the
estimations of other variables will be very close to the exact
values.
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Notation

A = p 3 n incidence matrix
p = number of units in the network
n = number of flow rates
x = n31 vector of correct values of measured variables

D = n 3 m matrix of sample data
m = number of sampling points
yij = ith row, jth column entry of D

YC
j = jth column of D

YR
i = ith row of D
g = n 3 n diagonal indicator matrix
gi = ith diagonal elements of g
d = n31 vector of magnitudes of biases
di = ith entry of d
e = Gaussian noise with mean zero and covariance R
R = n 3 n covariance diagonal matrix of noise

r2
ii = ith diagonal element of R
ai = inverse of r2

ii
l0 = n31 vector, mean hyperparameter of x
R0 = n 3 n diagonal matrix, covariance hyperparameter of x

r2
ii;0 = ith diagonal element of R0

ai0 = inverse of r2
ii;0

k = p31 vector of Lagrange multiplier
si = inverse scale parameter of the prior distribution for ai

ki = shape parameter of the prior distribution for ai

si0 = inverse scale parameter of the prior distribution for ai0

ki0 = shape parameter of the prior distribution for ai0

pi = the probability of the ith measurement containing a gross error
ri, bi = hyperparameters for the prior distribution of pi

Cð:Þ = gamma function
I = indentity matrix
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